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Cyber Wolf and the 3 Businesses 

 

 

CyberBot has always loved telling his son CyberBabybot 

bedtime stories, he does however enjoy making them 

educational at the same time…. this story is a particular 

favourite…  

 

Once upon a time in a land not so far away (actually very near to 

Belfast) were 3 business owners Mr Strawbale, Mrs Sticksworth & 

Mr BricksnMortar, whilst all of these business owners were very 

successful, they had very different approaches to managing and 

understanding the threats that Cyber Crime could have on their 

businesses and ultimately their lives.   

It would in fact be fair to say that each thought they had done 

enough to mitigate any issues and therefore ultimately had nothing 

to worry about...   

Little did they know…..  

Meanwhile somewhere in the forest was Cyber Wolf, who was all 

knowing and exceptional at finding ways into businesses by exposing 
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poor security, shoddy IT infrastructure and less than sensible 

business owners, business owners who just thought they knew best 

and were sure it would never happen to them.  

Cyber Wolf was looking forward to finding more victims, as he knew 

in most cases it wouldn’t be hard to exploit their vulnerabilities, 

which for most businesses was the owners: -   

 Who didn’t ever consider it could possibly happen to them  

 Who thought it would always happen to someone else  

 

Cyber Wolf’s favourite word was complacency, something that 

made him very happy, especially as many businesses were very 

complacent.  

  

  



 

 

P a g e  | 4  JCB Consulting Services Ltd ©2017 
 

Cyber Wolf and the 3 Businesses 

Mr Strawbale...  

  

As a successful business owner for many years, Mr Strawbale knew 

his industry very well, he was well respected and was known to most, 

he continued to grow his sales year on year making him a very rich 

man.  

Unfortunately, his years of success had jaded him, he loved making 

money however was averse to spending money especially on the 

things he didn’t understand like IT.  

Sadly, he was not alone and as new technologies come along he had 

been given poor advice by people who didn’t necessarily have his best 

interests at heart nor did they understand the right way to do things, 

however for Mr Strawbale they were cheap and he loved cheap.  

Mr Strawbale was the perfect victim for Cyber Wolf, who didn’t need 

to blow hard as Mr Strawbale didn’t really do anything to protect the 

IT Infrastructure in his business.  

It was a dark Monday morning when the worst happened, Mr 

Strawbale went to open the office where he discovered that all of his 

PC’s had been infected by ransomware and all his data lost.  

He was beside himself and was heard mumbling why has this 

happened to me, what have I done to deserve this…  

Well as we know, it wasn’t what he had done it was what he hadn’t 

done, he did report it to the police which was required and they 

advised him not to pay any ransom and to recover his data from 

backups.  

The sadness just continues for Mr Strawbale, as he had never seen 

the value of business continuity, so had no data backups and 

therefore had nothing to restore.  

CyberBabybot looked a little upset …  

His father saw this and told his son that his story doesn’t end,  
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As Mr Strawbale had never paid for any security software, never 

upgraded his computers and never applied any software updates, in 

simple terms the only thing he hadn’t done, was send a personal 

invitation to invite Cyber Wolf to attack him, Mr Strawbale was now 

in quite a pickle.  

CyberBabybot asked what happened to Mr Strawbale, how 

did he recover his business…  

His father continued It would be fair to say that the next few years 

were very difficult, the loss of customer and financial data and the 

fines levied against the business made trading and making money 

very difficult, so difficult Mr Strawbale very nearly ceased to trade.  

The incident did however provide a wakeup call and he sought help 

from his business friends, like Mr BricksnMortar and qualified IT 

consultants, to ensure the right processes and procedures were 

adopted in his business, something he now knew should have been in 

place from the beginning.  

It would in fact be fair to say that Mr Strawbale was a changed man 

and was now more proactive in protecting his business.  
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Mrs Sticksworth..  

  

Mrs Sticksworth was very aware that Cyber security was something 

that as a business owner she should take into consideration, 

therefore she had taken some steps to mitigate possible issues.  

She was a successful business owner who had several retail premises 

that relied very much on her IT systems, these systems relayed 

information back to head office, allowing the processing of sales 

information.  

Although I said that Mrs Sticksworth had a focus on cyber security, 

her focus really was at a level that was on an ad hoc basis, more of a 

box ticking exercise, which meant that Cyber Wolf would only have to 

blow a little harder to compromise her business.  

Data backups were performed on an occasional basis and although 

security software was installed on some systems, some of the 

software were free versions, which provided no real-time scanning 

(which is like having a sleeping security guard who is really only 

effective when you wake them up) and although others initially were 

paid for, the licenses had expired, so would provide little or no benefit 

until their licenses were renewed.  

Unfortunately Mrs Sticksworth suffered a catastrophic failure, which 

was caused by one of her head office staff clicking on an email, that 

email turned out to be a rather nasty form of ransomware, the 

ransomware not only encrypted her files (which was immediately 

visible) it also opened a route for Cyber Wolf to compromise her 

systems, (sadly there was no indication this had happened) Cyber 

Wolf could access her data at a later date of his choosing, all of which 

was unbeknown to Mrs Sticksworth.  

Unlike Mr Strawbale, Mrs Sticksworth did however have some data 

backups and was able to recover most of her data, however as 

previously mentioned the ransomware had allowed Cyber Wolf to 

leave a backdoor, that could be used at a later date to enter Mrs 

Sticksworth systems, something which happened a few weeks later 

with devastating effects.  
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What Mrs Sticksworth hadn’t known is that Cyber Wolf, like most 

hackers will gain access to your systems and in order to get the best 

reward for their efforts will go to great lengths to hide their presence, 

this is exactly what happened to Mrs Sticksworth, once Cyber wolf 

had learnt how all the systems were linked and where the important 

company data was located, he accessed, collected it and exploited for 

great financial reward.   

This whole episode proved very costly to Mrs Sticksworth, to her 

business both financially and in time and effort. Mrs Sticksworth has 

only just recovered from this episode, the emotional strain alone was 

nearly too much, however bravely she committed to take the threats 

from cyber-crime more seriously.  

CyberBabybot was a little confused, when his father started 

the story he thought that Mrs Sticksworth had taken the 

right steps to protect her business…yet she also seems to be a 

victim of Cyber Crime  

Seeing his confusion his father told his son that although Mrs 

Sticksworth had taken steps to protect her business, the issue was 

that she hadn’t managed the process properly and therefore the 

Cyber Wolf was able to compromise her business and exploit her 

businesses vulnerabilities.  

Mrs Sticksworth however had learnt her lesson and to make sure 

this didn’t happen again, she sought advice from her peers, especially 

Mr BricksnMortar who was a personal friend, this allowed her to 

better protect her business for the future.  
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Mr BricksnMortar...  

 

As a successful business owner Mr BricksnMortar had learnt very 

early that making money was only part of owning a successful 

business. It was imperative that as a business owner you 

safeguarded yourself from Cyber threats by ensuring that all your 

systems, both procedural and electronic were managed securely and 

effectively.  

Mr BricksnMortar was also fully aware that to be able to implement 

such a business model, would require an investment in both time and 

money, something he was happy to do as he valued his business, his 

security, his reputation and especially his customers.  

So why was Mr BricksnMortar different?  

Mr BricksnMortar made his technology decisions ensuring that all 

technology would help him operate his business and be able to be 

maintained to ensure optimum protection.  

He liked to buy new technology at the same time, so he would ensure 

that he bought new computers together, making it easier to update 

and protect them, it also made them easier to support as he was able 

to have his IT team manage the maintenance periodically minimising 

any possible downtime.  

He was also fully aware that in the new world of Cyber Crime, no one 

piece of security software would suffice, so ensured that he had two 

which gave him the most protection.  

Mr BricksnMortar was a good boss, he did however expect that his 

staff worked in the office and therefore had a strict social media 

policy, this policy restricted the use of any company equipment for 

social media, which was only allowed to be used for company 

business by approved staff.  

All company data was held centrally and also in the cloud with the 

highest encryption available, all of this data was backed up using 

generational backups, which were regularly checked for validity and 

integrity.  
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Strong passwords were strictly enforced which were regularly 

changed for all employees.  

Mr BricksnMortar fully understood that his network had to be 

protected, as a result all Wi-Fi was encrypted and segregated, he 

ensured that communications were resilient and a solid firewall was 

in place to block any unwanted attention from the Cyber Wolf or his 

friends.  

Most importantly Mr BricksnMortar knew that as technology 

changed, which it did regularly that he had to trust in his IT team, 

they had to have the time and resources to ensure they were able to 

effectively maintain his environment.  

It would be very fair to say of all business owners Cyber Wolf didn’t 

like Mr BricksnMortar, he did however understand that if Mr 

BricksnMortar became complacent he may not be so lucky.  

Mr BricksnMortar however knew that complacency was not an option 

and that becoming complacent meant that he may as well email the 

Cyber Wolf a user name and password so he could exploit his 

business, something he definitely wanted to avoid.  

Cyber Bot Baby looked at his daddy and asked why all 

business owners didn’t manage their businesses the same way 

as Mr BricksnMortar did…  

His father pondered for a while, then replied…  

Well son, not all business owners understand the risks that Cyber 

Crime presents to their livelihood, they look at the cost of protection, 

rather than the consequences and extreme costs by not protecting 

their business.  
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The Moral of the Story... 

 

It was clear to Cyber Bot, that the story has provoked many thoughts 

and questions in his son, in smiling and telling his son it was time to 

go to sleep… 

Cyber Bot Baby yawned and then asked so what should a business do 

daddy to be able to protect themselves from Cyber Crime… 

His father thought and then emphasised...  

You must remember son, Cyber Wolf is everywhere and sensible 

business owners should want to protect themselves, otherwise the 

cost to their business could include loss of reputation, loss of revenue, 

fines and the worst of these consequences could actually be their 

business ceasing to trade.  

His father continued...  

Any business owner should at a minimum do the following:- 

 Update everything regularly, the hardware, operating systems 

and software 

 Identify all critical data, ensure generational back-ups. 

 Ensure that employees only have access to systems and data 

they actually need. 

 Block access to restricted sites with Internet filters to prevent 

employees and hackers from uploading data to the cloud. 

 Check the integrity of backups regularly 

 Enforce a strict password policy  

 Encrypt you wireless network. 

 Remove or disable USB ports so malicious data cannot be 

downloaded. 

 Have suitable security software. 

 Document everything and update accordingly. 

 Train your staff. 

 When in dowt do nowt 
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Cyber Bot then told his Son… 

 “SayNoToCyberCrime” 

 

 

“Ensure your business is more like Mr 

BricksnMortar make it harder for Cyber Wolf to 

blow your business down…” 

 

 


